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Abstract— In the standard Mobile IPv6, route optimization or  IP layer mobility solution, the traditional routing mectism
_bidirectional tunnelling_ throughthe home agent show inefﬁ_:ie_ncy is realized by employing tunnelling technique [8], [9], [10
in per-packet forwarding, especially when both communicahg hich is called as Bidirectional Tunnelling (BT) [2] in MIBy
endpoints are mobile. To be scalable and compatible, mobile
devices’ packets should be forwarded in a way with minimal However, the BT forces all packets for a MN to be routed
changes to the network infrastructure. However, the curren throughits HA. Thus, packets to the MN are often routed along
solutions do not provide any means for the end systems to paths that are significantly longer than optimal [11]. Hence
perform optimized packet routing during the operation of mobile  MIPv6 develops the Route Optimization (RO) mechanism [2]
devices. . _ _ beside the traditional tunnelling mechanism. The RO emable
Iplg th'St- paper, Lollo_wmg a perform"intcf aé]ralys's of tMob"e routing packets directly to the MN’s CoA, which allows the

v6 routing mechanisms, we present the - an extension L ' =
to Mobile IPv6 for routing packetsl It reduces per.packet fa- ShOI‘teS'[ communications path to be used It aISO e“m'nates
warding cost for the communications of mobile devices. With congestion at the MN’s home link and Home Agent (HA).
this approach, packets are routed thorough end-to-end tunelling  However, in the RO mechanism, the MN must not only register
between communicating endpoints, which requires little cange jis coA to the HA, but also update binding to the CN, which
to Mobile IPv6, but allows more efficient forwarding behaviar. suffers from ! . S . o]

greater control traffic. In addition, it relies the

The numerical analysis and simulation results show it requies . N . ;
less overhead than the standard route optimization and it hps ~Routing and Destination Option extension headers for gacke

to achieve a low end-to-end traffic delay. routing, which incurs the cost of overhead.
Index Terms— Mobile IPv6, internetworking, mobility man- Besides, the prosperous development of mobile Internet
agement, routing together with the enormous growth in the number of mobile

users of wireless technologies has resulted in a strongl tren
that there are more and more communicating endpoints, both
of which are mobile on the Internet [12]. Therefore the
With the fast evolution of mobile communication and Interscenario of communications between mobile users diredlly w
net technology, there is a strong need to provide connéctivbe ubiquitous on the future mobile Internet.
for moving devices to communicate with other devices on the Therefore, in this paper, we investigate the performance
Internet. Internet mobility support has been a hot topichim t of mobility routing mechanisms in more common mobile
last decade, and studies that address this issue have,arisamironments where communicating endpoints are mobild, an
coming up with a number of protocol proposals and schemgsint out their strengths and weaknesses. In terms of the
[1]. Among them, Mobile IPv6 (MIPv6) [2] as the most maturgerspective of routing performance in the mobile environtne
solutions has been supported and adopted by mobile deviegs provide an alternative routing enhancement mechanism
and network equipment vendors [3], and some of netwobased on End-to-End Tunnelling Extension to MIPVGTE
providers are even starting to deploy the MIPv6 networks [4br data packet routing. The scheme can utilize the advan-
MIPv6 allows a Mobile Node (MN) to communicate withtage of smaller end-to-end traffic delay of RO, and at the
a Correspondent Node (CN) at any time and any place. Fusame time avoid its disadvantages by means of reducing the
damentally MIPv6 can be regarded to comprise 4 functionaverhead. The numerical analysis and simulation resutig/sh
blocks [2]: movement detection, Care of Address (CoA) comur scheme has better performance against the currenhgouti
figuration, (home or correspondent) registration, and etck mechanisms.
routing. In [5], [6], [7], the former 3 aspects were addrelsse This paper is organized as follows. Following introduction
However, to the best of our knowledge, there is little effart we present the related work in Section 2. And then Section 3
improving the efficiency of routing for the MN’s data packetsdescribes the routing mechanisms as specified in MIPv6. We
We believe efficient routing is necessary to fully realise thalso analyze the problems of the standard routing mechanism
potential of mobility enabled on the future Internet. In thand the potential goals for enhancement are discussed. In

I. INTRODUCTION



Section 4, we present our approach, including th€ grotocol
architecture, routing mechanism and the changes to MIPv6.
We conduct a detailed analysis of our approach against the
packet routing mechanisms used in MIPv6, and compare it |(2) /
with the standard routing mechanisms by numerical analysis | ( 3y

in Section 5. Section 6 also evaluates the propogddrizech- Y &
anism by providing simulation results, which demonstrage t 3,/
performance of our proposal. Finally we draw our conclusion
in Section 7.

1.

2. ing

3. Regi ster CoA

4.Bidirectional tunnelling between HA ¢
Data forwardi ng between HA and CN

Il. RELATED WORK

Some improvements have been suggested to the standard >
RO mechanism. C. Vogt et al. proposed proactive tests in
[13], where the procedure of address tests in the standard ot
mechanism can be done proactively.

C. Perkins presented a RO security enhancement mechanigket is tunnelled to the MN’s CoA. This tunnelling is
between the MN and the CN by pre-configuring data usefgkrformed using IPv6 encapsulation [17].
for pre-computing a Binding Management Key that can sub- However the BT has been criticized due to additional traffic
sequently be used for authorizing Binding Updates [14].  delay. Moreover, the HA can become a single point of failure

In [15], F. Bao et al. suggested that one of the HA®r a performance bottleneck with the increase of the number
functions is to act as security proxy for its mobile nodesf mobile devices on the Internet. This gives the rise to the
The authentication is based on the HAs certificate and t@ncept of RO mechanism.
secret session keys are generated by strong cryptosystems.

This proposal avoids many security obstacles in the Retugd Route Optimization
Routability mechanism and provides a security solution for

moplle corr]nmumcanon.l h b ¢ q h MN and the CN. It requires signalling (e.g., the Binding
Since these proposals have been focused on the SeCL{rJBﬁate messages (BUs) etc.) from the MN to its CN to map

.enha.ncementsdto thiretudrn routabilityRaand cogesponﬁt.rthe MN’s global identity (a home address) to its location (a

'S”"’?“O” procedures based on current mechanism, IS&OA). This information is stored in a binding cache at the CN.

of signaling _opt|m|zat|on is not addressed. This will hoeeyv The MN maintains a binding update list to control for which

he covered in our work. CN the route optimized communication is enabled. Figure 2
illustrates the RO mechanism in MIPv6.

Mobile IPv6 with bidirectional tunnelling

The RO addresses packets delivered directly between the

IIl. THE STANDARD MIPV6 ROUTING MECHANISMS AND
THEIR PROBLEMS

As mentioned above, there are two common routing mech- 7=
anisms for communications between the MN and the CN in
MIPv6: the BT mechanism and the RO mechanism. In this
Section, starting with a presentation of the standard MIPv6
routing mechanisms, we reveal their problems. And then we
discuss the objectives for routing enhancement.

A. Bidirectional Tunnelling

Dat ¢

.Nbvmg i .
Hone registration
Co

rrespondent registration

1
2
The BT as the traditional mode is presented in the Mobile 2
5. Data

IPv4 (MIPv4) [8]. Because the tunnelling mechanism does not
require mobile IP features support from the CN and is avkdlab
even if the MN has not registered its current binding with thgg. 2. Mobile IPv6 with route optimization
CN, it is simple to deployment. Therefore, it is still spesmifi
as part of MIPv6. Figure 1 illustrates the BT mechanism in In the RO, the MN and the CN perform the following oper-
MIPV6. ations when routing packets directly to any IPv6 destimatio

In the BT, packets from the CN are routed to the HA and The MN checks its binding update list for the packet’s
then tunnelled to the MN. Packets to the CN are tunnelletstination address. If such an entry is found, the MN update
from the MN to the HA called reverse tunnelling [9] and theits home address in the packet header by replacing the source
routed normally from the home network to the CN (see stegudress field with its new CoA. It also adds a Home Address
4 in figure 1). In this mode, the HA uses proxy Neighbouwption in the packet header with its home address. This is in
Discovery [16] to intercept any IPv6 packets addressedéo tbonsideration of making the use of the CoA transparent above
MN’s home address on the home link, and each interceptéd network layer.



Similarly, The CN checks its cached bindings for an entiy the mobile Internet. Its traffic mix is subject to dramatic
for the packet’s destination address. If a cached bindimg fchanges due to the ever-increasing proportion of packitisw
this destination address is found, the CN sets the degtimatmultimedia contents. Such applications are well recoghae
address field in the IPv6 header to the CoA of MN. The CHelay sensitive and resource demanding. Therefore, aost®ff
also adds Type 2 Routing header to the packet for carryititat help to reduce the delay at any point from end to end
the MN’s home address. will be much appreciated. Besides, a better routing apgproac

MIPv6 supports simultaneous movement of both communi4th less overhead is obviously critical, in particularttwihe
cating endpoints [2]. When the CN is simultaneously movingjcrease of the traffic volume.
both communicating endpoints send packets using their own
CoA as a source directly to the other's CoA. Hence, Type 2 |v. E2T: END-TO-END TUNNELING EXTENSIONTO
Routing header carrying destination node’s home addrass an MOBILE IPV6
a Home Address option carrying source node’s home addres

are both present in the packet header. ﬁ/lonvated by these objectives discussed in previous Sectio

we present an H mechanism between the MN and the CN.

. ) We suggest to using tunnel header instead of Type 2 Routing

C. Problems of Standard Routing Mechanisms header and Home Address option to carry both the MN and
As described in previous subsections, RO as well as EIN's home addresses.

specifies messages and extensions to the basic protocaoité ro

packets to the MN. In this subsection, we investigate theceff A. Protocol Architecture for ET at Endpoints

of the standard MIPv6 routing mechanisms on performance. ) o
Overhead is a critical issue in the wireless environment, 10 SUPport the use of the”E communications, IPv6 en-

Spectrum is a scarce resource and must be used with c§APsulation must be implemented at both endpoints - the MN
and the radio link is typically constrained in bandwidth. apd the CN. In addition, we extend the IPv6 tunnelling engine
In the RO mechanism, when the MN wishes to let the CW'th binding cache. Figure 3 shows the architecture f&f E

to communicate directly with it in its visiting location,¢tcN &t €ndpoints.

sends packets with a Type 2 Routing header. Correspondin
packets from the MN to the CN utilize a Home Address Application Layer ‘
option in the Destination Option extension header. Whem bot
the MN and the CN are away from their home networks,
packets delivered between the MN and the CN need additional
messages of both the Type 2 Routing header and Destination i?
Option extension header for correct routing. Therefore ube J— ‘

Transport Layer

L . . Tunnel Manager ‘
of this direct data path incurs the cost of both Routing heade IPv6 Layer It

and Home Address options in each direction, whereas the BT =~ - ‘ Binding/Mapping Table ‘
mechanism employs the tunnel header for packets forwarding =%
between the MN and the HA, which suffers from the overhead
of tunnel header. Data Link Layer |

The end-to-end traffic delay is also directly affected by
the MIPV6 routing mechanisms. We assume that the ti. 3. The Architecture for ET at Endpoints
routing mechanisms are employed under the same Internet
status including the same process time of routers and the samHere, the Tunnel Manager processes the data packets by
delay of link etc., so the traffic delay between two endpoingerforming encapsulation or decapsulation according & th
that are on the Internet are mainly depend on the deliveBjnding/Mapping table, and maintains and updates the Bind-
distance. Then from the figure 1 and figure 2, we can sé®/Mapping table according to the received messages and
it is obvious that the distance between MN and HA pludata.
the distance between HA and CN is longer than the distance
between MN and CN. Therefore the end-to-end traffic delay pata Packets Routing
with the RO mechanism is reduced compared to the case usin
tunnelling mechanism.

Shen the MN sends a packet, which belongs to the con-
nection established previously, to the CN, it will tunneé th
o . packet to the CN using IPv6 encapsulation. When the MN
D. Objectives for Routing Enhancement encapsulates the packet for delivering to the CN, the MN sets
From the above studies, the need for reducing the end-to-e¢hd source address field in the new tunnel IPv6 header to the
traffic delay and routing overhead turns out to be increasiiddiN’'s CoA and sets the destination address field in the tunnel
important. IPv6 header to the CN’s CoA (see Figure 4). When the packet
The motivation on the enhancement to the routing delag received at the CN, the CN will bind the source address in
is mainly in consideration of IP-based multimedia data déhe tunnel IPv6 header with the source address in the oftigina
livery. In recent years, multimedia applications like VolPpacket IPv6 header of encapsulation in the binding cache,
video conference, networked music are gaining momentwand then the encapsulation will be stripped away, yieldigg t



original IP datagram, which is then delivered to the uppgela  We build a general analytical network model, illustrated
protocols of the CN, and finally processed by the upper layer Figure 5, for the measurement of traffic delay metric. In
protocols as if it had been routed to the CN's home addredbe model, We denote the packets delivery delay between
the MN and HAMN, the CN and the HACN, the HAMN
and the HACN, the MN and the CN are jJin—ga_ MmN,
Tunnel Header IPv6 Header T B T B and To v respectivel
Src=MN's CoA | Src=MN’s Home Addr. Payload HACN-CN» THA-MN-HA-CN: MN-CN P Y

Dest=CN’ s CoA | Dest=CN’ s Home Addr.

Routing Path in the Bidirectional Tunnel

Routing Path in the E2T

Fig. 4. The IPv6 Headers in?H Tunneled Packets

Similarly, in order to send the packet to the MN, the CN
will tunnel the packet to the MN using IPv6 encapsulation.
When the CN encapsulates the packet for delivering to the
MN, the CN sets the source address field in the new tunnel
IPv6 header to the CN's CoA and sets the destination address
field in the tunnel IPv6 header to the MN’s CoA. When the
packet is received by the MN, the MN processes the received
packet in the manner defined for IPv6 encapsulation, which
will result in decapsulation and the decapsulated packegbe
processed normally by upper layer protocols within the MN _
as if it had been addressed only to the MN’s home address.

By using the CoA as the source address in the tunnel heaclii?d’.v 5. The General Network Model of Bid-directional Turingland ET
with the MN’s home address instead in the original packet

header, the packet will be able to safely pass through anyin the BT, all the traffic between the MN and the CN must

router implementing ingress filtering [18]. pass through the HA, so the end-to-end traffic delay can be
expressed as:

Router2

C. Changes to the Mobile IPv6

Because the proposedEis an extension to MIPv6 and _
. . . " ITpr =TuNn-—gHA-MN +THAMN-HA_CN +THA_CN-CN
acts as an alternative beside the current routing mechanism 1)

(i.e. the BT and the RO), especially for the scenario wheee th |, yhe 27 the traffic is delivered directly between the CN

communicating endpoints are mobile, for compatibility and, 4 yhe MN. Therefore, the end-to-end transport delay can be
adaptability, the endpoints should distinguish standatding expressed as:

mechanisms from the H, so that it can decide whether to
route packets to the CoA directly by the standard routing
mechanisms, or to use théE
We modify the format of the Binding Update messages by In the analytical network model, we assume the four paths,
the adding an ET flag to indicate that the endpoint that sendse. from the MN to the HAMN, from the HAMN to the
the Binding Update messages is using thd@.E HA_CN, from the HACN to the CN, and from the MN to the
Upon the receipt of such an extended binding update, t#\, are parts of the Internet. We denote the total delay in the
E?T-aware CN should utilize the E tunnel manager to Internet as Fnierne: [19], SO in this case of BT, the end-to-
process any incoming and outgoing data packets. Afil- E end traffic delay will be mainly produced by three times of
unaware CN simply ignores the bit and performs normégie delay that the data packet passes through the Intemet, i

Tger =TyvN—CN (2

Mobile IPv6 operations. Ter = 3% Trnternet. IN this case of ET, the end-to-end traffic
delay will be mainly produced by only one time when the data
V. NUMERICAL ANALYSIS packet passes through the Internet, i82r = Trniernet- It

In this Section, we will analyze the performance of théan be easily understood thatTEhas lower end-to-end traffic

proposed MIPv6 routing mechanism for its traffic delay ang€lay compared to the BT approach. .
overhead. Because it is specified in the standard MIPv6 thatl is is true when both endpoints are away from their home
the CN may be either mobile or Stationary, we ana'yze tﬁ@tWOI’kS, and are located in different fore|gn networks. In

performance in the more general case where the CN is mobife€ case that both endpoints are located at the same foreign
network, the data packets will just go through the same acces

A BT vs. BT point, further reducing the traffic delay.

Because the BT and th¢/E mechanisms all employ tunnel-
ing technique for packet routing, they have similar ovetheaB: RO vs. ET
Therefore, we will analyze and compare the delay observedn this subsection, we analysize and compare the traffic
between the MN and the CN. overhead of the standard RO mechanism against the proposed



E2T mechanism. We define the performance metric of ovezach of eight ARs consists of two interfaces, each supports
head ratio induced by mobility routing as follows: IEEE802.11b, whereas the wired interface is connecteddo th
. . . Internet IP model through wired link. The AR of the HA (i.e.
Mobility_Addition.Size (3) HA_MN and HACN) represents the wireless home network
Ori Pkt Size with home agent function while each of other ARs represents
In the standard RO mechanism, the CN sends packets usingifferent wireless IP subnet of foreign network. The ARs
the Type 2 Routing header, and corresponding packets frpmovide total coverage area with radius of approximatel§y 30
the MN use a Home Address option in the Destination Optianeters. The MN and CN are mobile and they move within the
extension header. Therefore, the additional size for nipbil coverage area of ARs.
routing includes the Type 2 Routing header and the Home
Address option. And each extension header size is 24 bytes, ' T ' P
SO a total additional size of 48 bytes is essentially needed f ' I ' ' '
the standard RO mechanism. =
In order to utilize the link resource, the practical packets
are delivered as large as possible by choosing the Maximum
Transmission Unit (MTU). In Ethernet, the MTU is specified
as 1500 bytes, so the overhead ratio in the RO is computed
as follows:

Overhead_ratio =

. Total_Ext_Hdr_Size 48
Overhead_ratio = OriPhiSise =1 = S.BZ(;)

In the proposed & mechanism, the tunnel header is em- T ’
ployed to take the place of Type 2 Routing header and Home T HAN AR
Address option. Therefore, the additional size for mailit ' ' '
routing in the BT is the size of tunnel header. In IPVG6Fig. 6. The Simulation network model
encapsulation, the tunnel header is the IPv6 header, which
size is 40 bytes. Besides, the payload of packet in IPv6
encapsulation is the original packet. Therefore, the eah B. Result for Overhead

ratio in the ET is computed as follows: In order to evaluate the induced overhead performance
over different MIPv6 routing mechanisms, we measure the
Tunnel _Hdr_Size 40 overhead metric by simulating a TCP application. In our

=2.74%

Overhead-ratio = simulation, we set the CN as the FTP server and the MN

as the FTP client. The MN and the CN all roam in the range

It is noted that the proposed”E shows smaller traffic of ARs, the MN starts out at its home network (EMN), and
overhead as compared to the standard RO mechanism.  switches to AR1, AR2 and AR3 in the deterministic path with
rate of 100ms; the CN begins to move at its home network
VI. SIMULATION RESULTS AND EVALUATIONS (HA_MN), and passes one by one through the AR4, ARS5,

In this Section. we evaluate the effect of the proposeAd% in the deterministic direction with rate of 200ms (see
routing mechanism through simulation performed using opigure 6). This case allows for full control of the mobility
NET simulator [20]. The simulation models are built by'and handover rate of the observed nodes. The FTP server of
extending the proposed routing mechanism into the stand&tl Was sending a file of 16Mbytes to the MN while they

MIPv6 model. The simulation results demonstrate how tH4ere moving.

enhancement of routing performance can be achieved in ouf 19uré 7 shows the overhead ratio for MIPv6 routing
proposal. mechanisms, i.e. the RO, the BT and th&TEln this figure,

the horizontal axis indicates the time in which the mobile
. ) devices are communicating with each other while they are
A. Simulation Setup roaming in terms of minute (m) and the vertical axis in-
Without loss of generality, we design the scenario wherbicates the traffic overhead ratio in terms of percent (%).
the communicating endpoints on the mobile Internet aretpoiIPv6_TestbedOptimization represents the traffic overhead
to point, that is to say, the connection may be originatadtio due to the addition of the IPv6 extension headers when
at any one endpoint to another, and they may be mobileuting data traffic using the MIPv6 RO mechanism. The
The simulation network model, depicted in Figure 6, is conMIPv6_TestbedTunnel represents the traffic overhead ratio
posed by the IP cloud model, Access Routers (ARs), adde to the additional tunnel header when routing data traffic
communicating endpoints of the MN and the CN. The Ifhrough the MIPv6 BT mechanism. The MIPJ@stbedE?T
cloud model represents the Internet through which the MHpresents the traffic overhead ratio due to the tunnel mheade
traffic can be modelled. Each wired connection is modelled aacapsulation when routing data traffic through the progose
100Mbps duplex link with 0.1ms delay. In the network modeE?T mechanism.

Tunnel_Payload_Size ~ 1460
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Fig. 7. The overhead ratio in MIPv6 Fig. 8. The end-to-end delay of video conferencing traffic

It can be observed from the above figure that the RThe proposed B mechanism extends the standard routing
mechanism presents significantly higher overhead than tmechanisms by avoiding some of their drawbacks. We are cur-
BT and the ET. The BT and the ET introduce the same rently working on a prototype implementation of this apmioa
overhead since they all employ tunnelling technique fokpac and evaluating its performance against the standard MIPV6.
routing and have the same mobility addition messages Iof the future, we will study its impact on other mobility
tunnel header. optimization approaches, and consider the related sgcurit

issues and the tradeoff between performance and complexity
C. Result for End-to-End Traffic Delay

We also study the differences in the end-to-end traffic delay ACKNOWLEDGEMENTS
metric over MIPv6 routing mechanisms. We measure theThe use of OPNET Modeler in the research was facilitated
application traffic between the MN and the CN by runningyrough OPNET’s university program.

a video conferencing application. The real time applicatih
video conferencing provides constant traffic over UDP for a
constant bit rate. In our simulation, the incoming streaamfe
sizes and the outgoing stream frame size of the individual] D. Le, X. Fu, and D. Hogrefe, “A Review of Mobility SuppoParadigms
encoded video frames were configured with constant value of for the Internet” Technical Report No.IFI-TB-2005-01,stitute for
1024 bytes as input for the real time video traffic applicatio |, g.forjngﬂ::‘;zn?”'(‘:’?rs;zrlffngOe;tr:gge;’ ierrkfgnx",\jﬁgi'mzyooguppom i
The incoming stream interarrival time and the outgoingastre IPv6” RFC 3775, IETF, June 2004. [Online]. Available: http
interarrival time were configured with constant 0.01s. The /www.ietf.org/rfc/rfc3775.txt ,

links and devices in the network model were all configured® i'cjc'g/;";,.gr(‘;”r:\;'lftg‘r"'sléé\"EO,b,':'gb'lpz\’gOgl”d the future of evgss Internet
with background traffic. We set the same move mode ag] M.samad and R.Ishak, “Deployment of Wireless Mobile 6Pin
previous simulation scenario. Malaysia,” RF and Microwave Conference (RFM 2004), Prooess]

. . - IEEE, Oct. 2004.
Figure 8 shows the end-to-end traffic delay with the RO, th%] 3. Choi Cand D. Shin, “Fast Router Discovery with L2 suor

BT and the ET, where the horizontal axis indicates the time™ |nternet Draft (work in progress), IETF, July 2005. [Onlfinévailable:
in which the video conferencing traffic are being transrditte  http://www.ietf.org/internet-drafts/draft-jinchoipd-frd-01.txt

; ; ; ; ; ] N. S. Moore, “Optimistic Duplicate Address Detectionr féPv6,”
be.tween mobile deVICes. Whlle_ th.ey_ are moving in terms Oiﬁ Internet Draft (work in progress), Feb. 2005. [Online]. Aable: http:
minute (m) and the vertical axis indicates the packet eAd-t0  /yww.ietf.org/internet-drafts/draft-ietf-ipv6- optiistic-dad-05.1%xt

end delay in terms of second (sec). As illustrated in the &gur [7] K. E. Malki and H. Soliman, “Simultaneous Bindings for Mite
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