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Abstract—To provide seamless mobility to the wireless user, a addition, the WG proposed a framework to pre-authenticate
continuous connection to the Internet is required while moving g user who is currently connected to a domain to a new,
from one administration domain to another. To enable continuous 5 jgate domain and thus, enabling seamless connedtvity
connectivity, one prerequisite is the incorporation of seamless ing bet d td ins. H for all kinds of
handover. The make-before-break approach facilitates seamless roaml.ng veaen adjacent domains. owever, or alf kinds o
handover by means of executing an authentication to a new Mobility, the time needed to pre-authenticate a user to a new
domain simultaneously while maintaining connection to current domain is a critical issue and has not been evaluated yet.
dorr;‘ain. Thg connection is onfly”terminalteddafter the handover  |n this paper, we show the result of exhaustive network
to the new domain is successfully completed. simulation of the PANA pre-authentication framework, fctev

However, the duration of the authentication is critical for . . . . . - N
the handover process because if the mobile nodes move very'ns'ght,S into the time requwemeqts and Scalablllty'a}nqbplnt
fast the remaining amount of time of connection to the current ~potential bottlenecks. We have simulated the mobility espe
domain can become very limited. Therefore, it is a vital issue for authentication, i.e. user coming to a new domain from amothe
seamless mobility to study the authentication performance of a domain. The paper is organized as follows: in Section II, the
pre-authentication framework. o related and relevant work for this paper is briefly introdlice

In this paper we model an authentication infrastructure In Section IIl. the technical details of th tocols f I
and consider a scenario in which a high number of nodes n secton 1, the tec .nlca ealso' € pro O_COS r e
handover to a new administration domain. The simulation of the are presented. It provides an overview of the involved iestit
authentication process shows the relation between authenticatio and the basic communication sequence that takes place. It
performance and traffic intensity. Furthermore we identify some  details and provides rationales for the scenario archite¢hat
gntur:gggﬁmts and potential bottlenecks of this pre-authenticaton  j5ye heen considered for simulation. Section IV introduoes

PP ' the background of the simulation, presents the results ®f th
performance simulation, discusses the findings, and iienti
potential bottlenecks of the protocol framework. The final

Due to the increasing performance and dropping prices S&ction V summarizes this paper and provides an outlook for
wireless local area networks (WLAN), a tremendous avadabiiuture work.
ity of access points can be observed within urban and rural
areas. This delivers a completely new experience of pefrsona Il. RELATED WORK
mobility, ubiquitous connectivity to users, and providée t
means for pervasive services. Furthermore, it reveals newlhe main security mechanism used in this paper is the well
business concepts as mobile operators can group togethekrtown Transport Layer Security (TLS) Protocol [3]. It is dse
deploy access points over wide areas and thus, enable dempie protect communication through the Internet and is thésbas
network access coverage over the land. On the other side of ¢fi the applied authentication method.
coin, this also raises many security and performance issuesAn authentication framework which supports multiple au-
To be able to offer pervasive services throughout networksentication methods is the Extensible Authenticatiorntdéal
to users, one of them is the fast and reliable authenticati¢(®AP) [4]. The primary purpose is network access control. A
process of a roaming user. A user who roams from one accesgr and a server authenticate each other through a thityg par
provider to another, with both having agreed to grant accdasown as the authenticator. After successful authentinati
to each others users, need to be authenticated and authorizetwork access is granted to the peer by the authenticator or
quickly in order to provide seamless mobility. an entity controlled by the authenticator. Server and pgerea
Such authentication schemes are currently developed doy one specific authentication method, there are currently
IETF Protocol for Carrying Authentication for Network Ac-about 40 different methods based on shared secrets, @dfic
cess (PANA) [1] and Handover Keying (HOKEY) [2] workingor any other authentication fundamentals. Depending on the
groups (WG). The PANA WG is working on a transporimethod different security features like mutual authemiica
protocol for authenticating IP hosts for network access. br protection of the peer identity are supported. EAP runs

I. INTRODUCTION



directly over layer 2 protocol, such as point-to-point piaail, N A
without requiring IP. . D
EAP fits in the Authentication, Authorisation and Account-
ing (AAA) infrastructure where several authenticators are %
connected to one AAA server. The most recent AAA protocol Gl
is DIAMETER. It consists of a base protocol [5] and a set of
extensions including the DIAMETER EAP Application [6] to
exchange EAP messages.
The EAP Tunneled TLS (TTLS) [7] Authentication Pro-
tocol has high security claims by mutual authentication and
protection of the peer identity. Furthermore it providesTd.$
authentication server in between the authenticator anBARe 137110
authentication server. That matches our architecture ol e
and home authentication server.
A layer 3 transport protocol for EAP is the Protocol for
(P::[r\'l’}é\mlg |f1\3tehpeenr?(j:::]ltorolf fﬁ_‘re l\llae;\grorzk I;Ar\gfoecsosl S:églpgnc[islhe AAA: Authentication, Authorisation and :C((::O;Z‘wg (F;lAA: PANA Authentication Agent.
AR: Access Router, MN: Mobile Node, PaC: ient
AAA infrastructure that may reside on the network. PANA will Fig. 1. Scenario Architecture
allow interaction with this infrastructure in a protoccdutral
way. The PANA protocol framework consists of a PANA

Client (PaC) communicating with a PANA Authenticatio _ L
Agent ((PAA)) g n|s provided by PANA. Each PANA Authentication Request

message (PAR) is acknowledged by PANA Authentication

The PANA framework only considers a local authenti-
cation scenario and there is no consideration for (fast) épswer (PAA). PAA messages may be also usgd to carry EAP
ssages, however due to security reasons in our model we

authentication in the handover case. The PANA WG propos . LT .
brop assume that this option is disabled. In this case Each PAR

PANA pre-authentication [9] to overcome this limitation. : tina EAP . knowledaed b i
While still being connected to the current domain, the pr —ezsr%%isgn;por Ing message IS acknowledged by empty

authentication for the new domain is executed in the back- h i q h
ground. The HOKEY WG discusses the pre—authenticationT e DIAMETER protocol is used to exchange EAP mes-

problem too [10]. In contrast to PANA pre-authenticatioatth sages between PAA and local AAA server as well as between

is mainly an adjustment of the standard PANA authenticatiolgc@ AAA server and home AAA server. Not forgetting that

HOKEY pre-authentication is defined as the utilization offE A 8CT0SS the Internet a TLS tunnel is established before -trans
to pre-establish authentication information on an aufbetar POrting the EAP messages to secure the messages exchange.

prior to arrival of the mobile node. Since the MN can move to any place, it is considered
that the MN moves from any administration domain to any
Ill. TECHNICAL DESCRIPTION other domain. In this case, the problem is that the local AAA

In this section, the scenario architecture is described. $§7ver in the new domain does not have the authentication
the architecture, a mobile node (MN) performs access dpformation of the MN. For that reason the_local AAA server
thentication procedures by taking advantage of the PANPES to contact the MNs home AAA server in order to receive
pre-authentication mechanism. So that the MN movement € credentials to grant access to the MN in the new domain.
between two access routers and both access routers belong to . .
different domains. While still being connected to the cutren™ Scenario Architecture
domain, the MN can start with authentication to a new domain For the simulation we have considered a scenario architec-
and thus, be able to complete many of the handover relatede comprising a number of administration domains whi&h ar
operations. connected to the Internet. The authentication componerts p

Pre-authentication can be classified into direct and ietlireof each domain is identical, that means each domain corfsist o
methods. In case of direct pre-authentication, the MN cam AAA server as a backend server and one or more than one
communicate with new authenticator directly. In case of ifrPAA co-located with the access router (AR) as authenticator
direct pre-authentication, the current authenticatos @&t a The MN is also the client of the authentication process which
proxy. This paper considers direct pre-authenticationctviis  is called PaC.
appropriate to the simulated scenario, because it is thg onl Fig. 1 shows the direct pre-authentication mechanism. Con-
method supported by PANA. sidered that, the MN discovers the basic information of the

The architecture considers the PANA protocol that carriegew domain. In particular it obtains the relevant inforroati
EAP messages between a PaC and a PAA in the accH¥address of the new access router (nAR). Since the nPAA
network. PANA uses UDP as transport protocol. Since UDdb co-exist with the nAR, the MN also obtains the address of
does not handle the message acknowledgement, this feanPAA as well.

Domain B

AAA Server

@ .

2,4,7,8,11,12,15,
16,19,30,33,38

MN/PaC



The messages flow of the protocols used in this scenavie assumed data rate 10Mb per second. More accurate value
is shown in Fig. 1. The numbers near the arrows represevas not possible, since there is no assumption regardirasacc
messages. The pre-authentication is initiated by the mobikéchnology. The propagation delay from mobile node to acces
node by sending the PANA Client Initiation (PCl) message tmuter was assumed to be 5ms. The access router is directly
the PAA in the new domain (message 1). After that, the EARennected with authentication server of the domain (AAA
TTLS process starts by exchanging messages between PaCsander). The propagation delay between these two nodes was
PAA (messages 2-19). The PAA contacts the local AAA servehosen to be 10ms. This value was obtained after experiments
using DIAMETER EAP request (message 20). When the newmith Ping application and a few servers in Germany. The data
domain is not home domain of the mobile node, local AAAate for AR/PAA AAA link was set to 100Mb/s.
server contacts its equivalent in the home domain of the imobi
node. Otherwise this step may be skipped. To contact the *° ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ T
home AAA, a TCP connection must be established between o.4s
local AAA server and AAA server in the home domain of
the mobile node (messages 21 and 22). This is necessary only
when there is no existing TCP connection between these ho%:cso'35
(such a connection may be established, when authenticatigg o3
other mobile node coming from the same domain). Thg .,
security of the inter-AAA connection is guaranteed by th%
Transport Layer Security protocol (TLS). TLS requires 4ywa § 2y
handshake for establishing a secure connection (mess&ges 2 o1s
to 26). However if such a connection already exists, or has , | w7
been used recently TLS may be duplicated or re-established, L
respectively. In this case only two-way handshake is requir ~ °®[ "
The DIAMETER message from local AAA to home AAA O
server is numbered as 27. The home AAA server sends a index of home domain
MD5 challenge to the mobile node, via the AAA server and
PAA in the new domain (messages 28-30). The MD5 response
is sent the same way, but in opposite direction (messages
32-35). Then the home AAA server sends the DIAMETER
EAP Answer message to the PAA indicating whether the
mobile node has been successfully authenticated (messages| -, 1
36 and 37). This information if forwarded to the mobile node i
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Fig. 2. Propagation delay to home domain
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IV. SIMULATION -
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A. Framework

Qo

The PANA pre-authentication model was built using INET WL ++*+++++ |
framework for OMNeT++ simulation environment. The INET
framework for OMNeT++ contains definitions of many popu- *1 |
lar protocols (UDP, TCP, IPv4, IPv6, PPP) as well as models | A
of basic network nodes (routers, hubs, access points etc.). A HW i
That helped us focus on modelling authentication procedure o
without worrying about the underlying mechanisms. s 5 o 15 2 & 3 » o =

index of home domain

B. Topology Assumptions
The simulated network has been modelled according to Fig.
1. The main elements that represent modelled infrastreictur
are domain and mobile node. Each domain contains oneThe AAA server of domain O is directly connected with
access router co-located with PANA agent (AR/PAA) andAA servers in all domains. These links represent the Irgern
authentication server (AAA). We simulated network of 5@onnection between domains. The propagation delay and data
administration domains. All the domains have been indexeate for the links are different for every connection. That
from 0 to 49. All mobile nodes try to authenticate to domairs because domains are not in the same distance from each
with index 0. They communicate with the same access routgher and are connected with links of different quality. We
within this domain. assumed that the propagation delay between domains iesreas
All data links are described by two parameters: data raiaearly according to formulaDi = DO % i, where Di is the
and propagation delay. For the mobile node access router lpropagation delay from domain 0 to domain i. For data rate

Fig. 3. Data rate of the link to home domain



0.08

we assumed that it decreases exponentially with the distanc
We considered that it is expressed by following formula: | ™ |
Si = kSi — 1 = kiS1, whereS; is the data rate of the link -
from domain 0 to domain i and k is a constant between 0 oo} - .
and 1. We arbitrarily chos®, = 10ms, S; = 10Mb/s and n
k = 0.95. oos T . i
The parameters of inter-domain links that were used in t
simulation are depicted in the Fig. 2 and Fig. 3. o .
We assumed no processing delay and unlimited outpﬁt 003 | - .
gueues for the network interface in all network nodes. -
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o
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C. Mobility And Traffic Characteristics

0.01 N d

Our simulation concerns mobile nodes that move into a ~
single domain. The mobile nodes are assigned to different 1 1 1 e ‘ 1
home domains and request authentication at different momen ~ °  °  *  ® 2 L edoman o 0®
The home domain and the instant of initializing the au-
thentication are randomly chosen for each mobile node. THig- 4. Probability for mobile node to have home domain with giwedex
distribution of nodes’ home domains must reflect the fact tha
most of the authenticating nodes come from close domains,

including nodes thats home domain is the domain that they &e Simulation Results and Discussions

trying to authenticate to (they are coming back to their homewe stimulated the modelled network with authentication
domain). We assume that the home domain of the nodesrdguests sent by mobile nodes coming with different intgnsi
distributed according to normal distribution with meanueal Each simulation run was performed with incremented by
0. The probability density function of normal distributio one comparing to the previous run. We started fram-= 1

expressed by following formula: and performed 100 simulation runs, so we tested the network
1 ()2 with traffic intensity from 1 to 100 requests per second. for a
PDF(z,0,p) = PRl runs we set the simulation time to 120 (simulated) seconds.
ag i

The output that we were interested in was the duration of
The value ofoc parameter should be chosen to get realistife authentication process and traffic that was generated on
coverage of home domains. If it is too small, then only thgeveral links. Fig. 5 presents the results for duration eftre-
domains that are close to domain with index 0 will be coveregthentication in function of distance to nodes home domain
B|g (o2 W|I| cause that a.” domainS W|” be COVered W|th Similarpicture ShOWS average resu|ts and Va|ues Obtained for an

probability, which is not realistic scenario. The should exemplary simulation run, with traffic intensity of 40 mabil
depend on the number of domains that we simulated. Thgdes per second requesting pre_authentication_

value of thes parameter chosen for the simulation was 10.

Mobile nodes pick random value according to this distritnuti 8 . . , , . . ; —
and take the integral part of its absolute value as home domai 40MNis. ---=---
The probability of having by node the home domain with index ’
1 is expressed by following formula:

41
P(i) =2 / PDF(x,0,10)
The probability of choosing home domain by nodes can
seen in the Fig. 4.
The instant of pre-authentication process initializationa 2
mobile node is determined by a traffic intensity. According t

[11] nodes arrivals form the Poisson process. In this case th
probability density for instant of new request is descrilbgd 0 s s 1

authe\%cation duration [s]

1 1 1 1 1 1
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5

the exponential function: propagation delay to home domain [s]

“A(t—t
PDF(t—tp,\) =X-e (t—to) Fig. 5. Duration of authentication process

where ¢ is an instant of new incoming request angl the

instant of the previous request. The expected value ofvater The simulation showed us that the busiest link is the link
between requests equals!, so the traffic intensity expressedbetween the PANA agent and authentication server in the
in number of requests per second equals visited domain. The Fig. 6 shows the traffic generated on this



link in both directions for different intensity of authecdition
requests.
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Fig. 6. Traffic generated by mobile nodes requesting auttesidin

The main results of our simulation concern the latency of 17

pre-authentication process and the scalability of thetwwlu

The latency depends mostly on the distance between a nﬁ
. . .. The
domain and home domain of the pre-authenticating user. T

scalability is related to the level of signalling traffic geated

In the nearest future we plan to confirm our results by
performing measurements in real environment, using exjsti
implementation of PANA/DIAMETER framework. This im-
plementation has been made by the Open Diameter project
and is freely available under the GNU Public License.

The necessity of contacting users home domain for authen-
tication seems to be the biggest threat for assuring seamles
mobility between domains. Therefore our future plans comce
also developing a method that allows pre-authenticatirey us
without necessity of time-costly communication with itsn®
domain.
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AAA server to all domains. However, even on this link the
level of generated traffic should not be difficult to handlaeT
traffic intensity necessary to generate signalling traffiche
1Mb/s equals about 50 mobile nodes per second. This means
daily traffic of over 4 millions mobile nodes coming to a siag|
domain.

The duration of the pre-authentication phase of the harrdove
depends mostly of the distance between the visited domain
and the home domain of the pre-authenticating mobile node.
As it has been showed by the simulation, the relation be-
tween the propagation delay to users home domain and the
pre-authentication duration is linear. For users that Have
home domain the pre-authentication process may last devera
seconds.



